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1
Decision/action requested

This contribution proposes to add Key issue on Direct Communication Seucrity.
2
References
[1]
3GPP TR 23.700-86 "Study on Architecture Enhancement to support Ranging based services and sidelink positioning".
3
Rationale

This contribution proposes to add a key issue about the Direct Communication Security for Ranging Based Services and Sidelink Positioning, including the direct communication between peer UE and the direct communication between a remote UE and a UE-to-Network Relay.
4
Detailed proposal

**** 1st CHANGE ****

5.X
Key Issue #X: Security for Direct Communication between the UEs
5.X.1
Key issue details

As per TR 23.700-86 [x], for direct communication between the UEs, the architecture and solutions defined for V2X and ProSe will be reused as much as possible. This provides the basis for reusing the direct communication security mechanism defined for ProSe in TS 33.503 [y] and for V2X in TS 33.536 [z] to establish the direct communication security between the UEs of Ranging/SL Positioning services, including the direct communication between peer UE and the direct communication between a remote UE and a UE-to-Network Relay. 

However, the following security aspects need to be studied when reuse the above security mechanism:

- How to establish PC5 security context separately for each Ranging/Sidelink Positioning services during PC5 direct communication establishment.

- How to provision PC5 security policy separately for each Ranging/Sidelink Positioning services to ensure that the security protection on PC5 link is activated as expected.
5.X.2
Security threats

Sharing PC5 security contexts between different services may cause the PC5 direct communication security for Ranging/Sidelink Positioning services to decrease.

If PC5 security cannot be activated according to the specific security requirements/policy of each Ranging/Sidelink Positioning services, the Ranging/Sidelink Positioning services traffic carried on the PC5 link may be unprotected during PC5 direct communication.
5.X.3
Potential security requirements

The 5G system shall support a means to establish different PC5 security contexts for the direct communications established between the UEs for different Ranging/SL Positioning services.

The 5G system shall support a means to provision a different PC5 security policy for each Ranging/SL Positioning services, and ensure that the security protection of direct communication is activated according to the PC5 security policy.

NOTE:  Direct communication for Ranging/SL Positioning services includes the direct communication between peer UE and the direct communication between a remote UE and a UE-to-Network Relay.  
**** END OF CHANGES ****

